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© 000 «KPUNTO-MNPO>», 2000-2020. Bce npasa 3awyuiueHbi.

ABTOpCKUe MpaBa Ha CPeAcTBo KpunTtorpadpumyeckoili 3awuTtol nHdopmauun Kpuntollpo JCP n skcnayaTtaumoHHyto
AOKYMEHTALMIO K HEMY 3aperncTprnpoBaHbl B Poccuiickom areHTCTBe No naTeHTam 1 ToBapHbIM 3Hakam (PocnateHT).

JokyMeHT BxoguT B KOMMAEKT noctaeku nporpammHoro obecnedenusi CK3M Kpuntollpo JCP sepcum 2.0 R4; Ha
HEro pacnpoCTPaHSIOTCA BCE YCOBUS JIMLEH3UOHHOMO coralleHnsi. bes cneymansHOro nucbMeHHOro paspelueHust
000 «KPUMNTO-MPO>» foKyMEHT nan ero 4acTb B 3EKTPOHHOM WK NEYAaTHOM BUAE HE MOTYT OblTb CKONMMPOBaHbI
U nepeAaHbl TPETLUM JINLAM C KOMMEPHECKON LEeNbHo.
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1 HasHauenune CK3U

CK3N Kpuntollpo JCP Bepcun 2.0 R4 npegHasHadeHo pAns  3aWwuTbl OTKPbITOW uHdoOpmauun B
NHGOPMALMOHHBIX CucTeMax obliero nosib3oBaHust (BblYMCAeHne/NPOBEpKa 3MEKTPOHHON MOAMMCM) W 3aLUThI
KOHMAEeHUMaNLHOM  nHdOpMaLmMKn, He cogepxkalleli CBEAEHWid, COCTaBASIOWMX FOCYBAPCTBEHHYIO TaiiHy, B
KOPNOPaTUBHbLIX NHOPMALIMOHHBIX CUCTEMAX C BbINOJIHEHUEM CNEeAYOLNX OYHKLWIA:

e aBTOpM3auus U obecneyeHne HOPUANYECKON 3HAYMMOCTN SJIEKTPOHHBIX AOKYMEHTOB Mpu ObmeHe uMu
MEeXJy MOoJb30BaTENsIMU MOCPEACTBOM MCMONb30BaHNsS Npouesyp PopMUpOBaHUS U NPoBepKM (C MCMONb30BaHUEM
ceptucprkatoB crangapta X.509 VAoCTOBEpPsIOWIErO LEHTpa) SEKTPOHHOW MOAMUCKH B COOTBETCTBUAM  C
oTeyecTBeHHbIMM cTtangaptamun [OCT P 34.10-2001, FTOCT P 34.10-2012, TOCT 34.10-2018 (c ucnonb3oBaHmem
FOCT P 34.11-94, TOCT P 34.11-2012, TOCT 34.11-2018);

e obecneyeHne KOHMPUAEHUMANBHOCTN N KOHTPOJISt LENIOCTHOCTI UH(POPMaLMN NMOCPEACTBOM €€ LN poBaHus
M MMUTO3ALUTLI, B COOTBETCTBUN C oTedecTBeHHbIM cTaHgapTtom [OCT 28147-89;

® KOHTPOJb UENOCTHOCTU CUCTEMHOINo N npuknagHoOro nporpamMmmMmHoOro obecneyenuns ansa €ero 3awnTbl OT
HECAHKLMNOHNPOBAHHOIO USMEHEHNA NN OT HapPYyLEHNA NPAaBUNIbHOCTN beHKLI'I/IOHVIpOBaHI/Iﬂ;

® YNpaBJ/IEHNA KNHOYEBbIMN 2NIEMEHTAMN CUCTEMbI B COOTBETCTBUN C PErJIaMEHTOM;

e obecrieyeHne ayTeHTUUKALUN  CBA3LIBAIOWNXCA  CTOPOH,  KOHMUAEHUMAJBHOCTM U LENOCTHOCTM
nepecbiaeMoii nHopMaLmm C UCnosib3oBaHueM ceptudmkatos ctaHgapta X.509;

® YCTaHOBJIEHME AYTEHTUYHOrO 3ALLMLLEHHOTO COEAMHEHMs C ncnosb3oBaHuem npotokona TLS (Kpuntollpo

JavaTLS);

e obecneyeHune KOHPUAEHLNANBHOCTU N KOHTPOJIS LENOCTHOCT 1 aBTopusauus ¢aiiios n MHOPMaLMNOHHbIX
COOBLLEHNIA;

e obecneyeHune ayTeHTudunKaumm nonbsosaTtens B gomeHe Windows.

JonycTuMo ncnonb3oBath Cieaytolme MexaHn3msl 3auTbl MHopMaLuu:

o KoHdungeHumanbHocTb nHgopmMaumm npu xpanenun (Ha guckax, B 6ase AaHHbIX) U Nepefade B CETU CBS3W
obecneumpaetcs ucnonssosaHnem dpyHKunii wWndposaHms.

e peHTudmkauyus n aropctso. [pn ceteBom B3aumogeiicTeum (yCTaHOBIEHMI CeaHca CBsA3M) obecneymBaeTcs
dyHkumsimu 3TN npu ncnonb3oBaHMM UX B Npouecce ayTeHTudrkauum (HanpuMep, B COOTBETCTBUN C PEKOMEHAALMSIMN
X.509). lpn anekTpoHHOM JoKyMeHToObopoTe obecneumBaeTcst ncnonb3oBaHuem GyHkuyuii 1 3nekTpoHHOro
JOKyMeHTa. [JononHmTensHO Ao/mkHa ObITe MpesycMOTpeHa 3awuTa OT HaBs3bIBaHWUS, MOBTOPA 3SJEKTPOHHOMO
[OOKYMEHTa 1 LLeSIOCTHOCTbL CMPaBOYHUKOB Ktoyeil nposepku 1.

e LlenoctHocTb uncopmauuun. Obecneunsaercsa ncnonb3osanuem dpyHkuuii 1 anekTpoHHoro gokymenTa. MNpu
Ncnonb3oBaHUM yHKLMiA lWindpposanus (6e3 ncnonbsosanus 1) obecneqnsaercs nmnTosawmToii. Jns obecneyenus
LLe/IOCTHOCTM XPaHUMBbIX JAaHHbLIX MOXET DObITb UCMO/Ib30BaHA (PYHKLNS XILWMPOBAHUS NN UMUTO3ALLNTLI, HO NMPMU STOM
He obecneynBaeTcs aBTOPCTBO MHopMaLUK.

e HeoTkasyemocTb oT nepegauu anektpoHHoro gokymenta. Obecneumsaercs ucnonb3osaHuem yHkuuii M1
(nognuce AOKYMEHTa OTMPaBUTENEM) M XpaHeHneM AokyMmeHTa ¢ [T B Te4yeHMe yCTaHOBIEHHOrO CPOKa MPUEMHOIA
CTOPOHOIA.

e HeoTkasyemocTb oT npuema anekTpoHHoro gokymenTa. ObecnednBaercs ncnonb3osanuem cbyHkumii Il un
KBUTMPOBaHNEM MNpreMa JokyMeHTa (MOANNCH KBUTaHLMMA MOJTyYaTeNeM), XpaHeHeM SOKyMeHTa n keuTaHumn ¢ 1
B T€4eHMe YCTAHOBNEHHOIO CPOKA OTMPABJISIOLLEN CTOPOHOIA.

e 3awuta oT nepenosTopoB. ObecnedmBaercs uncnonb3oBaHuem kpuntorpadpuyeckux ynkuyuii I,
WNPOBAHMS UAN UMUTO3ALUTLI C JODABIEHMEM YHUKANBHOTO UAEHTMNKATOPA CETEBONA ceccuu (3/1€KTPOHHOrO
[OKYMEHTA) C MOC/NEAYIOLE UX MPOBEPKON NPUEMHON CTOPOHON MM pa3paboTKoii CneLrann3npoBaHHOroO NPOTOKOA
ayTeHTupukaun (0bMeHa 3N1EKTPOHHBIMU LOKYMEHTaMMU).
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e 3awmTa OT HaBA3bIBaHUS WHopMauun. 3aWwmUTa OT HAPYLIUTENS C LEbI0 HaBSA3bIBAHUS UM MPUEMHOIA
CTOpOHEe COBCTBEHHO MHOPMaLMK, nepefaHHol sikobbl OT JMLA CaHKLMOHUPOBAHHOTO Nosb3oBaTens (HapyweHue
asTopcTBa uHopmauun). Obecnednsaercs ucnonbsosavmem dyrkunii Il ¢ nposepkoii aTpubyToB 31eKTPOHHOIO
OOKYMeHTa 1 Kitoda npoeepku I[1 oTnpasutens.

e 3awmTa OT 3aK/Jaf0K, BUPYCOB, MoandmKaLmm cnctemHoro n npukaagHoro 10 obecneyneaeTcst COBMECTHBIM
NCMOIb30BaHNEM KPUNTOrpachu4ecKnx CpeacTB, CPeACTB aHTUBMPYCHOI 3alUThl N OPraHU3aLMOHHBIX MEPONPUSATUIA.
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2 OcHoBHble xapakTepuctnkmn CK3U

2.1 TlporpammHo-annapaTtHble cpeabl pyHKUunoHuposavns CK3U

CK3W dyHKkumoHupyeT B nporpammHo-annapaTHbIX cpegax, nepeducneHubix B MKTAN.00091-04 30 01.
Kpuntollpo JCP. ®opmynsip, n. 3.4

2.2 Pasmepbl katoyei

Pasmepbl kntoyeli anekTpoHHoOl nognucu:
KJItOY 3/1EKTPOHHOI nognucu 256 6ut unn 512 bur;
KJIF0OY MPOBEPKU 3/1EKTPOHHOI NoANncK 512 6ut nan 1024 buTa.

Pazmepbl kitoyeid, NCnosib3ayemsix npu wWudpoBaHnm:

3aKpbITbIA KtOY 256 6ut unn 512 bur;
OTKPbITBIA KoY 512 6ut nan 1024 buTa;
CYMMETPUYHBIN KoY 256 6ur.

2.3  Twunbl KNO4YeBbIX HOCUTenNen

CK3W nopgepxmeaer paboTy co ciegyowuMn TUnamu HoCUTeNei:
rMA 3,5", USB-dnew-Hakonutenu;

eToken, Jacarta;

Rutoken;

Cmaptkaptbl Ockap;

ESMART Token;

Pasgen HDD/SSD MN3BM.

Vicnonb3oBaHue KNOYEBLIX HOCUTENER B 3aBUCUMOCTM OT MPOrpaMMHO-annapaTHol nnaTtopMbl OTPaXKeHO B
MTAN.00091-04 30 01. Kpuntollpo JCP. ®opmynsip, n. 3.10.

Vicnonb3oBaHue HocuTeneidn gpyrux TUMNOB AOMYCKAaeTCs ToNbko no cornacoeaHmto ¢ PCH Poccun.

Mpumeyanne. B coctas auctpnbytusa CK3U BxoaaT brubnnotekn ans nHTerpaumm Kao4HeBbIX HOCUTENER B
KpunTollpo JCP, Ho He BxoasT mogynun nogaepxku n gpaiisepa ana OC. No Bonpocam nonyyeHus Mmogysei
NoAAEPXKKU N ApaiiBepoB HEObXxoaMMO 0bpalLlaThbCs K NPOU3BOANTENSIM COOTBETCTBYIOLLMX YCTPOMCTE.
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3 CrpykTtypa n coctas CK3U

3.1 Crpyktypa CK3U

B coctae CK3 BxogaT cnepytowyme KOMMNOHEHTLI:

e 6ubnnotekn npoeaiigepos, peanusytowme nHrepdeiicel JCA, JCE, JSSE;

JOMNONHUTENbHBIE BrbnnoTekn ans peanusauun ssaumogeiictens ¢ Kpuntollpo YL;
bubnunoteku, peanusytowme ctangaptel CadES, XadES, XML Dsig;

B6rBANOTEKN ANS UHTErpaunmn C MOAYIAMU MOALEPKKN U KITHOYEBLIMU HOCUTENSIMU;

ASN.1 6ubnnoteka — cuctema KogupoBaHus/fekoanposaHns faHHbix B popmatax ASN.1.

Coctae mopyneit CK3W pna cooTBeTCTBYIOWMX MPOrpaMMHO-annapaTHbIX Cpef, KOHKPETU3MpyeTcs B
pokymeHtax MKTAM.00091-04 91 01. Wuctpykuusi no wucnonb3osaHuto, KTANM.00091-04 92 01. [lpasuna
nonbsoBaus, MTAM.00091-04 91 02. WHctpykuyusi no wucnonbdosavuo (JTLS), XKTAWN.00091-04 90 O01.
PykosoactBo agmuHucTpaTtopa besonacvoctn, MKTAM.00091-04 33 03. Pykosogctso nporpammucta (JTLS),
MKTA.00091-04 33 02. PykosoacTeo nporpammucta (Mogynu wudpposatusi), XTHAN.00091-04 33 01. PykosogcTeo
nporpaMmucTa.

Obuwas crpyktypa CK3W npeacrasneHa Ha puc. 1.

I MpunoxkeHne I I CeTeBoe NpunoxeHue | Kniouesoii Hocutenb 1 | | Kniouesoit Hocutenb 2 |

\ /
| N T ] |

/

\ Java Virtual Machine / =] Open Card Framework
JCA JCE JSSE smartcardio
ICP (nposaiiaep) Crypto (nposaiiaep) JTLS (nposaiaep) CEeoE CoU < ‘% Mozyam noaepkm
Provider Encryption Provider TLS Provider
KeyPairGenerator KeyPairGenerator KeyManager
MessageDigest KeyGenerator TrustManager
Signature Cipher TLSv. 1.0 OCF: nepexodHuK B
Algorithms ] MAC
Parameters KeyAgreement
Spec Algorithms
Random Parameters
KeyStore Spec ] AdES-core: 06wue ¢pyHKyuu
CertStore 35 / \
$ /Y\ JCPRevCheck (nposaiigep) CAdES f<—| XAdES [Apyrve 3aBucumoctn
Revocation Provider (PKIX)
nAcy CertPathBuilder
CertPathValidator /
| KoHTposbHas naHenb | XML DSig
| KOHTPOAb LeNocTHoCTH JCPRequest
Certificate request (PKCS10)
HTTP/HTTPS client
I E— I _

Puncyrok 1. Crpyktypa CK3U
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3.2 Cocrtas ucnonnevnin CK3U1
CK3MW Bbinyckaetcsa B 2 ncnosneHusx no knaccy sawutel KC1 ana Java-maum.

WNcnonHenue 1 knacca 3awutel KC1 BbINosHEHO B CcOCTaBe:

e kpunTonposaiigep (MoAynb Ha MPUKIAZHOM YPOBHE);

Moayib obpaboTku ceptudukatos u CMS npotokona;

bubnnoTteka, obecneynsatolas nogkatoyeHne n yHKLMOHMpPoBaHNe Kitouesbix HocuTenein (RDK);
MOAyNb noaaepXKu uHTepdeiica Nof ynpae/ieHneM BUpTYyasibHO Java-mMaliuHel,

Habop mopyneii u Java-knaccos ans nogaepxku Java JCA untepdeiica.

hpyHKUMOHMPYET B Fpynnax nporpamMmmHo-annapaTHbIX Cpef B COOTBETCTBUM C pa3d. 2.1.

=

MNcnonHenue 2 knacca 3awutbl KC1 BbINosHEHO B coCTaBe:

kpunTonposaiigep (Mogynb Ha NPUKNAZAHOM YPOBHE);

MOAY/b LWNPPOBaHUS;

mMogy/b ceTeBoii ayTenTudukaumu (Kpuntollpo JavaTLS);

mMoaynb obpaboTtku ceptucpukatos u CMS npotokona;

BubnuoTeka, obecnednBatoLas NOAKMOYEHNE 1 DyHKLNOHMPoBaHNe kntodesbix Hocutenelt (RDK);
MOAY/Ib NMOALEPXKUN MHTepdhbelica Nog ynpaeieHUeM BUPTYaNbHOR Java-mawwmHbl,

Habop mopyneii n Java-knaccos ans nogaepxku Java JCA untepdeiica.

=

hbyHKUMOHMPYET B Fpynnax nporpamMmmHO-annapaTHbIX CPef B COOTBETCTBUM C pa3d. 2.1.

3.3 Coctas NO CK3UN

CK3W dyHkumoHupyeT Ha ypoBHe npusoxeHusi. B coctae nporpammHoro obecnedenuss gns ecex naatgopm
xogat CK3W Kpuntollpo JCP Bepcuss 2.0 R4 u nopcmuctema nporpammHoii cpesbl  PYHKLUOHMPOBAHMS
kpuntocpeactea (CP).

B coctae CK3W Kpuntollpo JCP Bepcusi 2.0 R4 exoasiT:

e Bubnnotekn kpuntonpoeaiigepa ans ncnonenui no yposrto KCI;

e Bubnnortekun wndposansHoro nposaiigepa gns ucnosHermii no yposrio KC1;

e [logcmcrema KOHTPOASA LENOCTHOCTH;

e [latunk cnyyaiinbix yncen (A4CYH);

e Buonorndecknii gatunk cayyaiiHbix Yucen gns uumuymanusaummn ocHosHoro JCH.

oY)

coctaB CP kpunTocpencTsa BXOAAT CEAYIOLLNE KOMMOHEHTbI:
ASN.1 moayns;

Mogynb noggepxkn ASN.1;

Mopaynb 3anpoca cepTudunkaTos;

Mogcncrema HacTpoiiku npoBaiigepa;

Mogynun nopgaepXKnm CHUTLIBAaTENER N HOCUTENEN;
Java-mawwuHa.

3.4 Cocrtas SDK CK3WM1

B coctae SDK CK3W exopsT cneaytowme 4OKyMeHThI, onuncbiBalowmne nHTepdeiics!:
e KoMMiekT gokymeHTauun Doc ans paspaboTku;
® KOMMEKT JOKYMeHTauuu javadoc C OnMMcaHneM KNaccoB 1 MOAyJei.

Takxe B coctas SDK CK3W BxoasT npumepsl ncnonbsosanus (samples).
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4 Peannsyemble kpuntorpadpuydeckme anropuTmbl WU
NPOTOKObI

e Anroputm  wundposaHus/paclundpoBaHns  AaHHLIX W BbIYUCAEHUS VMUTOBCTABKM peann30BaH B
COOTBETCTBUM C TpeboBaHUSAMN:
— F'OCT 28147-89 «Cwncrembl obpabotkn undopmauuu. 3awmta Kpuntorpadgpudeckasi. Anroputm
KpunTorpadu4eckoro npeobpasosaHus»

e AnropnTtmbl hopmupoBanust n nposepkn Il peannsoBaHbl B COOTBETCTBUM C TpeboBaHMSIMN:

— F'OCT P 34.10-2001 «WHdopmaunoHHas TexHonorusi. Kpuntorpaduyeckas 3awmra nHdopmauum.
Mpouecchl hopMnpoBaHnst 1 NPOBEPKU SIEKTPOHHON LncppoBoli nognucu»

— FOCT P 34.10-2012 «WndopmauuonHas texHonorusi. Kpuntorpaduyeckas sawmra nidopmaumm.
Mpouecchl hopMnpoBaHnst 1 NPOBEPKUN SJIEKTPOHHON LncppoBoli nognucu»

— FOCT 34.10-2018 «WHdopmauuoHHas TexHonorus. Kpuntorpaduyeckas sawmTa uHcbopMmaumu.
Mpoueccbl hopMUpPOBaHUA 1 MPOBEPKIN 3EKTPOHHONR LN POBOIA nognucny»

e AnropnTmbl BbIpaboTKM 3HAYEHNST X3LW-DYHKLNI peasn3oBaHbl B COOTBETCTBUN C TpeboBaHNSIMM:

— FOCT P 34.11-94 «Wndopmaymnonuas TexHonorusi. Kpuntorpadpmyeckass sawuta nHdopmaymm.
PYHKUNS X3LWMPOBAHNS »

— FOCT P 34.11-2012 «WndpopmauuonHas texHonorusi. Kpuntorpadpuyeckas 3awmra nidopmaymn.
PYHKUNS X3LWMPOBAHNS »

— FOCT 34.11-2018 «WHdopmaunoHHas TexHonorus. Kpuntorpaduyeckas sawmrta nHdopmaumm.
PYHKUNS X3LMPOBAHNS »

e S-OOKCbl, Tpynnbl TOYEK HAa SJUNTUYECKUX KPUBLIX, 3HAYeHUs PYHKUUDN X3WMPOBAHUS OMpPEeneNieHbl B
nokymenTe RFC 4357, ®epepanbHoe areHTCTBO Mo TexHuuveckomy perynaunposatuto n metponoruu (POCCTAHOAPT),
TexHuuecknii komuteT no crangaptusauyum «Kpuntorpaduyeckas 3awmrta uHpopmaunny (TK 26), «Cucremsi
obpaboTtku wnHdopmaunmn. 3awuTta Kpuntorpacduyeckas. MeToguueckne pekoMeHfauum no KpuUnTorpapuyecKknm
anropntMmam, conytcteytowmm npumerHeruto ctavgaptos FOCT P 34.10-2012 u TOCT P 34.11-2012».

e Kniouesass cuctema CK3U obecneymBaeT BO3MOXHOCTbL MapHO-BLIBOPOYHON CBSI3M abOHEHTOB CETU C
BbIpaboTKOM [O/11 KaXKOOoro ceaHca CBA3W KJtoYeli Ha OCHOBE MPUHLMNA OTKPLITOrO pacnpeaencHust Kiawdeli ¢
ncnonb3osaHnem anroputma Auddun-Xennmana.

Poccuiickue kpunTorpacuyeckne anroputmel U cepTudukaTbl OTKpbIThIX Kitodeli X.509 ucnonbsytoTcs ¢
YKa3aHHbIM MPOrpaMMHbLIM obecriedyeHneM B COOTBETCTBUM CO C/IEAYHOLMMUN MEXAYHAPOAHbIMUA 1 POCCUACKUMY
peKOMeHAALNAMMN:

e Using the GOST R 34.10-94, GOST R 34.10-2001 and GOST R 34.11-94 algorithms with the Internet
X.509 Public Key Infrastructure Certificate and CRL Profile (rfc4491) onucbiBaeT ucnosnb3oBaHWe POCCHMIACKNX
KPUNTOrpachnyecKx anropuTMoB B MHPPACTPYKType oTKpbITbiX kntoyeid nntepret (PKIX, Internet X.509 Public Key
Infrastructure). B paHHOM JokymeHTe onmcaHbl cbopMaThbl NPeACTaBieHnst OTKPbITbIX Kiatodelt II1, ucnonbsyembix
AN1s CO34aHusl CepTUMKATOB OTKPbITLIX KJKOYEA U CMUCKOB OTO3BaHHbIX cepTudmkatos X.509, naeHTudmkatopsl
asrOpMTMOB, COOTBETCTBUE MAPaMETPOB KPUNTOrpachriHecKmx ajropuTMoB UX ugeHTudmnkaTopam.

e Additional cryptographic algorithms for use with GOST 28147-89, GOST R 34.10-94, GOST R 34.10-
2001, and GOST R 34.11-94 algorithms (rfc4357) onucbiBaeT LOMOJHWTENbHBIE aNrOpPUTMbI, HeODXOAUMbIE ANS
ncnonbsosarua [OCT 28147-89, TOCT P 34.10-2001 n FTOCT P 34.11-94. B ux 4uncno exoadat: 6noyHoe wndposarme
no FOCT 28147-89 B pexume cuenserusi bnokos (pexume CBC), pexumbl JonosHeHUs AaHHbIX Ansi 6ao4Horo
wundpposanus no NOCT 28147-89 B pexume CBC, kntouesoe xawmposarune (HMAC na 6aze TOCT P 34.11-94),
npeobpasoBaHmne KJO4Ya N CUHXPONOCHINKM nocne obpaboTku odepefHbix 1 K6 gaHHbIX, reHepauus NceBaoCy4aiHoii
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nocneposatensHocTn (ananor PRF Ha 6aze HMAC), dopmuposanue kntova obmena (cornacosanusi) va 6ase FOCT
P 34.10-2001, hopmupoBaHmne kato4a skcnopTa paboyero kitoda, ansepcudnkaLus Kato4da, skcnopT paboyero katoya
Ha KJtOYe IKCMOPTa, IKCMOPT paboyero kntoya Ha Kitode obmeHa, Habopbl CTaHLAPTHLIX NapaMeTpoB afropuTMOB
(Hanpumep, ans WNPOBaHNS - Y3€/ 3aMeHbI, PEXUM LNPOBAHUS, arOPUTM YCIIOXKHEHUS KtOYa), 3a4aBaeMble
naeHTudpnkaTopamum.

e Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94 and GOST R 34.10-2001 algorithms with
the Cryptographic Message Syntax (CMS) (rfc4490) onuncbiBaeT MCnonb30BaHME POCCUIACKUX KPUNTOrpadnyecknx
aNropuTMoOB B AOKYMeHTax, ygosnetsopsiowmx crtaHgapty CMS (Cryptographic Message Syntax), B wacTHocTw,
NPUMEHSIEMOM A5t ODMeHa 3alWLEHHBIMU COODLLEHMSIMUM MO 3AEKTPOHHOW MOYTE N SIBASIOWMUMCA CTaH4APTOM
NPeACTaBNEHNST SEKTPOHHOTO [AOKYMEHTA B 3alUMILEHHOM BUAE C WCMOJb30BAaHUEM 3SNIEKTPOHHONR nognucu u
wundpposanmus. Jns wndpoBaHHbix coobuyeHnii onucanbl oba BapmaHTa: obmeH kato4amu n TpaHcnopT kiatoda (key
agreement u key transport).

e TexHuyeckuii komuTeT no craHgaptusaumu «KpunTtorpaduyeckas 3sawmrta wuHdopmauyuny (TK
26), «Cucrembl obpaboTkn wnHopmayum. 3awmta KpunTorpacduyeckas. MeToanmueckue pekomeHzauum no
KpunTorpacnyeckum anroputmam, conytcreytowum npumerenmnto crangaprtos FOCT P 34.10-2012 w TOCT P 34.11-
2012».

o TexHuyeckuii KommuTeT no craHgapTmsauum «Kpuntorpadpuyeckas 3awmta wuHdopmauyuny (TK 26),
« TexHnyeckas cneundumkaums. Vicnonssosanne anroputmos FOCT P 34.10, FTOCT P 34.11 B npodune ceptucbmnkara
n cnucke oT3biBa ceptucpukatos (CRL) uHdpacTpykTypbl oTKpbITbIX Katodeli X.509.

e TexHuuecknii komuTeT no craHaaptusaumm «Kpuntorpacpuyeckas 3awmrta uHdopmauuny (TK 26),
«Wudopmanmonnas TexHonorusi. Kpuntorpaduyeckas 3awmra ungpopmauun. PekomeHgauum no craHgaptmsauum.
WNcnonb3osanue Habopoe anroputmor wudposanus Ha ocHose [OCT 28147-89 pgnsi npoTokona besomacHocTw
TpaHcnopTHoro yposHs (TLS)».

e TexHuuecknii komuTeT no craHaaptusaumm «Kpuntorpadpuyeckas 3awmrta uHdopmaumny (TK 26),
«Wudopmanmonnas texHonorusi. Kpuntorpaduyeckas 3awmra ungpopmauun. PekomeHgauum no craHgaptmsauum.
WNcnonbzosanue anroputmor FOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpunTorpacudeckux coobLyeHunsix
dopmata CMS>.

e TexHuuecknii komuTeT no craHaaptusaumm «Kpuntorpadpuyeckas 3awmrta uHdopmaumny (TK 26),
«Cuncrembl 0bpaboTtkm nHdopmauuu. 3awmuta kpunTtorpacgpuyeckas. PekoMmeHgauuu no craHgaprtusauuu. 3agaHue
napameTpoB snaunTudeckux Kpusbix B cootsetctaum ¢ FOCT P 34.10-2012».

e TexHuyeckuii kommuTeT no craHgapTmsauum «KpunTorpacpuyeckas 3awmta wuHdopmauyuny (TK 26),
«Cucrembl 06paboTtkmn nHpopmaymu. 3awuta kpuntorpaduryeckas. MeTognmyeckne pekoOMeHAALNM MO 3a4aHNIO Y3108
3ameHbl bnoka nogcraHoeku anroputMma wudpposanus FTOCT 28147-89>.

e TexHuuecknii komuTeT no ctaHaaptTusaumn «Kpuntorpaduyeckas 3awmrta uHdopmaumny (TK 26), «TC
26.2.002-2013. Nndopmaumontas TexHonorusi. Kpuntorpadgpumyeckas sawumrta nndopmauuu. Vicnonszosanne FTOCT
P 34.11-94 npu obecnedennn uenoctHocTn B npotokonax IPSEC n ESP».

e TexHuyecknii komuTeT Mo ctaHaaptTusaumn «Kpuntorpaduyeckas 3awmrta nHdopmaumny (TK 26), «TC
26.2.001-2015. NnHdopmaumontas TexHonorus. Kpuntorpadpunyeckas sawumrta nHdopmauuu. Vcnonszosanne FOCT
28147-89, TOCT P 34.11-2012 n TOCT P 34.10-2012 B npoTtokonax obmena katodamu IKE u ISAKMP».

e TexHuyeckuii KoMnTeT No ctanaapTusauun «Kpuntorpacuyeckas sawmta nHgopmauumny (TK 26), «TC
26.2.001-2013. Nndopmaumnonnas TexHonorusi. Kpuntorpadgpmyeckas sawumrta nHdopmauyuu. Vicnonszosanne FOCT
28147-89 n TOCT P 34.10-2001 npu cornacosanuu katoqein B npotokonax IKE n ISAKMP».

e TexHuyecknii komuTeT Mo ctaHaaptTusaumn «Kpuntorpaduyeckas 3awmrta nHdopmaumny (TK 26), «TC
26.2.002-2014. NHbopmaumorHas TexHonorusi. Kpuntorpacgpuyeckas sawmta nHdopmaunm. Vicnonssosanne NOCT
28147-89 npwn wudpposaruu BroxeHunii B npotokonax IPSEC ESP».
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[ononHutencHble  anropuTmbl  MOALEPXKKM  KIIOYEBLIX CUCTEM, MapaMeTpbl  ajropuTMOB, popmaThl
ceptudmkatos, nogaepxusaemole 8 CK3U, onpeaenerbl B [OKyMeHTax:

e RFC 4357 «Additional Cryptographic Algorithms for Use with GOST 28147-89, GOST R 34.10-94, GOST R
34.10-2001, and GOST R 34.11-94 Algorithms»

e RFC 4490 «Using the GOST 28147-89, GOST R 34.11-94, GOST R 34.10-94, and GOST R 34.10-2001
Algorithms with Cryptographic Message Syntax (CMS)»

e RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST R 34.11-94 Algorithms with the
Internet X.509 Public Key Infrastructure»

e TexHuuecknii komuteT no craHgaptusaunun «Kpuntorpaduyeckas 3awmta wunpopmauyuny  (TK
26) «Cuncrembl obpabotku wuHdopmauymn. 3awmTta Kpuntorpacdpuyeckas. MeToanyeckne pekomeHgauuu Mo
Kpuntorpadu4eckM anroputTMam, conyTcTeytowmm npumMeHennto ctangaptoe FOCT P 34.10-2012 n TOCT P 34.11-
2012»

e TexHuuecknii komuTeT no craHgaptusaumm <«Kpuntorpaduyeckas 3sawmrta uHdopmaununy (TK 26)
«Wudopmanmonnas TexHonorusi. Kpuntorpaduyeckas 3awmra ungpopmauun. PekomeHgauum no craHgaptmsauum.
WNcnonbzosanue anroputmor FOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpunTorpacuyecknx coobLieHunsix
dopmata CMSy, ;

o TexHuyecknii komuTeT no craHgaptusaumm <«Kpuntorpadmyeckas sawmrta uHdpopmaununy (TK 26)
« TexHn4yeckas cneyudmkaums. Micnonssosanme anroputmos FOCT P 34.10, FOCT P 34.11 8 npocbune ceptucpukata
n cnucke ot3biBa ceptudprkato (CRL) nHdpacTpykTypbl oTkpbIThIX Kitodeir X.509»
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5 Tllpumenenne CK3U

5.1 Wcnonb3oBarvne CK3W B ctaHgapTHOM nporpaMmmMHoM obecnevyeHun

MNporpammuoe obecnevenne CK3W nossonsieT ucnonb3osaTe poccuiickue KpunTorpadpuyeckme anaroputMbl u
cepTuUKaThl OTKPbLITLIX KAtoYel cTaHaapTa X.509 COBMECTHO CO chefytowmm NporpaMmHbIM obecnedeHmem:

Java-mawmnbl npouseogctea Oracle Ha 32-6uTHoii u 64-6uTHoi nnatdopme:

— «Java(TM) 7 Runtime Environment, Standard Edition» Bepcun 1.7;
— «Java(TM) 8 Runtime Environment, Standard Edition» Bepcuu 1.8;

Java-mawmnbl npouseogcTtea Oracle Ha 64-buTHoli nnaTdopme:

— «Java(TM) 10 Runtime Environment, Standard Edition» sepcun 10;
— «Java(TM) 11 Runtime Environment, Standard Edition» sepcun 11;
— «Java(TM) 12 Runtime Environment, Standard Edition» Bepcun 12;
— «Java(TM) 13 Runtime Environment, Standard Edition» Bepcun 13;
— «Java(TM) 14 Runtime Environment, Standard Edition» Bepcun 14;

P

Java-mawwmnbl JOVM npouseogctsa IBM Ha 32-6utHoli n 64-6utHoii nnaTtdopme:

— «Java(TM) 7 Runtime Environment, Standard Edition» sepcun 1.7;
— «Java(TM) 8 Runtime Environment, Standard Edition» sepcun 1.8;

Java-mawmnbl «OpenJDK>» Bepcuii 7/8/10/11 Ha 32-6utHoii n 64-6utHoii nnatopme;
Java-mawmnbl «OpenJDK>» sepcuin 12/13/14 Ha 64-6uTHoin nnatdopme;

Java-mawmnbl npoussoactea Bellsoft «Libericay» sepcuii 8/10/11/12/13/14 na 32-6butHoit n 64-butHoii

nnaTcopme.

5.2 Wcnonb3oBaHne CK3W c nporpammMHbiMu npogykTamMmu pa3padboTku
000 «KPUMTO-MPO>»

CK3W moxeT ncnonb3oBaTbCst COBMECTHO CO CAEAYHOLMMU NPorpaMMHbIMIM npogykTammu paspabotku OO0
«KPUMTO-MPO>» 6e3 nposefeHns gononHuTenbHbIX nccnegosanuii (ouernku snusnus Ha Kpuntollpo JCP):

Kpuntollpo VL

Cnyx6br VL, (Kpuntollpo OCSP, Kpuntollpo TSP, Kpuntollpo SVS, Kpuntollpo Revocation Provider)
KpunTollpo DSS

Kpuntollpo HSM

Kpuntollpo NGate

KpunTollpo DL Browser plug-in

KpuntoAPM

KpunTollpo EFS

KpunTollpo Office Signature

Kpome Toro, obecneuena TexHudeckas cosmectumocts CK3U ¢ npogyktamu:

Kpuntollpo SSF
Kpuntollpo PDF
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5.3 Bcrtpansanue CK3U

Apxutektypa CK3W obecneympaer BO3MOXHOCTb €ro BCTPaMBaHWUSl B pas/ivyHble NPOrpaMMHO-annapaTHble
cpeasbl.

5.3.1 Wcnonb3osaxue nntepdeiicos JCA n JCE
CK3W moxeT BbITb NCNoib30BaHO NPUKAAAHBLIM NPorpaMMHbIM obecniedennem dvepes nntepdeiicsl JCA n JCE.

Wcnonbzosanue untepdeiicos JCA n JCE npecneayet cnegytowme uenu:

e obecnedeHne [OCTyna K KpUNTOrpacpuyeckum yHKLMUSIM Ha MPUKNALHOM ypoBHe (reHepauusi Kitoqen,
co3paHue/npoBepKa 31eKTPOHHOI nognucy, wudposaHue/pacundpoBaHmne AaHHbIX, X3WNPOBaHNE, B3aUMOAENCTBME
C KJIO4EBBIMU KOHTelHepamu 1 cepTudprkaTamm). ITa Lenb JOCTUraeTcs NyTeM U30JMPOBaHNS NPUKIALHOTO YPOBHS
OT YPOBHS peanusauunm kpuntorpacuyeckux pyHkuuii. [pu 3TomM NpuknagHbIM NporpaMMmMCcTaM He HYXKHO AeTaNbHO
M3y4aTb 0CODEHHOCTM peasn3auun TOro WIN WHOTO aaropuTMa Win U3MEHATL KOA B 3aBUCUMOCTU OT ajropuTMa.

® V30/IMPOBaHME TMPUKIALHOTO YPOBHSI OT YPOBHS KPUNTOrpachuHeckux PYHKLUMA C BO3MOXHOCTLIO
NCMONb30BaHNS Pa3HbIX aJiFOPUTMOB B PasfiMYHbIX UX Peannsaunsx, BKIOHas annapaTHble.

DyHKUUKN reHepaumnmn KJKYen n paboTbl C KIOYEBbIMU KOHTEHepaMn

HanHble yHKLUMM NpefHasHaYeHbl 47151 FeHepauun KAKOYEBOW napbl Ha 3aA4aHHOM anropuTMe C MOMOLLBIO
MNAOCYH. CosgaHHas napa MOXeT ObiTb B JajbHellleM COXpaHeHa B KHO4YeBOW KoHTeiHep. PyHkuum paboTtbl ¢
KJIKOYEBLIMU KOHTERHEpaMUN MO3BOJMIAIOT W3BJIEYb CCbIIKY Ha 3aKpbITbIfi K04 U KOHTEKCT cepTudmkata dopmarta
X.509 13 KoHTeliHepa no anwnacy.

Knaccbl-renepaTtopbl npegcraBneHsl nHtepdeiicom KeyPairGenerator, knacc paboTbl ¢ KoHTeliHepamn —
KeyStore, Knacc 3akpbIToro kitoda — PrivateKey, knacc ceptudpmkata u oTKpeiToro kntodya — Certificate u
PublicKey.

DyHKUMN X3WMPOBaAHUSA N Noanucu

DyHKLUMU JaHHON rpynnbl NpegHasHaYeHbl A5 X3WNPOBAHUS UHAOPMaLUK, CO3AAHMUS NMOAMUCN U €€ NPOBEPKN.
Knacc dyHKumMm xawmpoBaHus npeacTtassieH nHtepdeiicom MessageDigest, knacc nognucn — Signature.
dDyHkuMn WwindpoBaHus N cornacosBaHus Karodei

Knaccel rpynnbl wndpoBaHns npeaHa3HayeHbl ANs 3awmppoBaHust n paclundpoBaHusl AaHHbIX, a TaKxe
SKCMopTa 1 UMMOPTa CEKPETHbIX Ktouveil. Knaccel cornacoBaHusi kitoYeid npefHasHaveHbl Aasi BbIpaboTky Kioya
COrNacoBaHUs Ha OCHOBE KJto4eli OTNpaBuUTeNst U nosy4aTens.

Knacc wudpposanusi npeactasneH untepdeiicom Cipher, knacc cornacoBaHus kntodeli — KeyAgreement.
PyHKUUU KOANPOBaAHUSA /AeKOANPOBAHUS

[NaHHble dyHKUNM npeaHa3HadeHbl Ansi npeobpa3oBaHusi (KOAMPOBAHWS) U3 BHYTPEHHErO MPEACTaBAEHUS
0bbeKTOB, BO BHeWLHee npefcTaefieHne u obpaTHo. B kauyecTee BHellHero npeactaBieHnsi OBBLEKTOB MCMOMb3YETCS
cdopmat ASN.1 (Abstracy Syntax Notation One), onpegenentbiii cepuein pekomengauuii X.680. K a7oii »xe rpynne
byHKLMA MOXeT BbITb OTHeceH Habop dyHKUWiA, nossonsitowmx pacwmpnTs dyHkyuoHansHocts JCA/JCE nyTem
peannsaunm 1 perucTpaumm cobCcTBEHHbIX TUNOB OOLEKTOB.
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BbicokoypoBHeBble hyHKLMYM 00paboTku kpunTorpacguyeckux coobuieHunii popmara cpopmata CMS,
CAdES, XAdES

O7a rpynna cyHKuWli B Nepeyto O4YepeAb MpeaHa3HavyeHa ANs UCMOJIb30BaHWUA B NPUKAALAHOM MPOrpaMMHOM
obecnedernnn. C nx NOMOLLBIO MOXKHO:

e 3awndposaTh/paclmndpoBaTs COOOLLEHNS OT OQHOrO NOL30BATENS K 4PYrOMY;

e noanucaTh gaHHble nognuceto hopmata CAdES, XAdES;

e npoBepuTh noanuce aaHHeix popmata CMS, CAdES, XAdES.

Ot dyHKuMn (Kak 1 YHKLUN HU3KOTO YPOBHS) ONEPUpPYIOT cepTudmkaTaMm oTKpbITbiX Kitoded X.509 ans
afpecaunu oTnpasuTensi/nonyyatens AaHHbix. B kavectBe dopmata gaHHbix ncnonbsyetcs hopmat PKCS#7 nnn
CMS, CAdES nan XAdES.

CK3I Kpuntollpo JCP uncnonbayer knaccol abpuk cepTudrkaToB BCTpoeHHbIx nposaiigepos Tuna Oracle
(Sun) nan IBM n nx peanusauun knaccos ceptucpukatos n CRL, nogaepxmsaer cepTndnkaTbl OTKPbITBIX KHOHEN
crangapta X.509v3 cornacho RFC 5280 «Internet X.509 Public Key Infrastructure. Certificate and Certificate
Revocation List (CRL) Profile» c yuetom RFC 4491 «Using the GOST R 34.10-94, GOST R 34.10-2001, and GOST
R 34.11-94 Algorithms with the Internet X.509 Public Key Infrastructure Certificate and CRL Profile», a Takxe
JOKyMeHTa TexHUYeckoro komuTeTa no crangaptusauyum «Kpunrtorpaduueckas sawurta nngopmaunmny (TK 26),
« TexHuyeckas cneundumkaums. Nicnonssosanume anroputmos FOCT P 34.10, FTOCT P 34.11 B npodune ceptucbmnkara
n cnucke oT3biBa ceptucpukaTtos (CRL) uHdpacTpykTypbl oTKpbITbIX KAtodeli X.509.

CK3WM Kpuntollpo JCP nogpepxuneaet dopmat kpuntorpacmyecknx coobuwennii cornacho RFC 3852
«Cryptographic Message Syntax (CMS)» c yd4etom RFC 4490 «Using the GOST 28147-89, GOST R 34.11-94,
GOST R 34.10-94, and GOST R 34.10-2001 Algorithms with Cryptographic Message Syntax (CMS)», a Takxe
BOKYMeHTa TexHW4eckoro komuTeTa no craHgaptusaumn «Kpuntorpaduyeckasi sawmrta uHdopmaunny (TK 26),
«WHpopmanymonHas TexHonorus. Kpuntorpaduyeckas 3awmta nHdopmaummn. PekomeHgauum no craHgaptusauyuu.
Wcnons3zosanue anroputmos FOCT 28147-89, TOCT P 34.11 n TOCT P 34.10 B kpunTOorpacuyeckux coobuyeHusix
dopmaTta CMS».

dyHkuun dpopmupoBaHnsa 3anpoca Ha cepTudmkaT

HanHble yHKLUMN NpegHa3HayeHbl A5 CO3faHWsi 3ampoca Ha ceptudukaT. B 3anpoc dopmata PKCS#10
MOryT ObiTb BKIOYEHbl NOAA: CybbekT, n3gaTenb, AaTa Hadana W gaTa OKOHYAHWUSA CpoKa AelicTBust cepTudmkaTa,
NCNOMb30BaHNE KAKO4YA, OTKPbLITBIA KAKOY, AOMOMHUTENbHbLIE PaCLUMPEHUS. 3anpoc MNOANWUCHLIBAETCA 3aKPbIThbIM
KJTHOYOM.

C nomouibto pyHkumii pabotel ¢ Kpuntollpo VL 3anpoc moxeT 6biTe nepenan B hopmate DER nnn BASE64
B cooTeeTcTBytowmii YL, nocne yero moxet bbiTh nonydeH ceptudukar.

Knacc ansi dopmuposaHus 3anpoca Ha ceptudpmkat — GostCertificateRequest,
CA15GostCertificateRequest wunum CA20GostCertificateRequest. B coctrase mopyns ans copmuposaHus
3anpoca eCTb HeObXOANMBIA byHKLMOHAN ANs MepeAaqy 3anpoca no 3almuieHHoMy kaHany B YL,

5.3.2 Wcnonb3oBaHue untepdceiica PKIX
CK3W nossonsieT npuknagHoMy nporpammHoMy obecnedeHunto ncnosnbsosatb uHtepdeinc PKIX.

Vicnonbsosanue unntepdpeiicoe PKIX nossonsier obecneunts AocTyn K DyHKUUAM MOCTPOEHUSI U MPOBEPKM
uenouku ceptucpuktoB (X.509) Ha OT3bIB Ha MNpUKIAAHOM YpPOBHE. DTO [OCTMraeTcsi MyTEM W30JMPOBAHUS
NPUKIAZHOrO YpOBHSI OT ypoBHs peanusauun cdyHkuuii PKIX. Tpu 3ToM npuknagHeiM nporpaMMmnCTam He Hy>XHO
AEeTaNlbHO N3y4aTb OCODEHHOCTU peanu3auuy TOrO WM WHOTO aliropuTMa WM W3MEHATb KO B 3aBUCMMOCTU OT
anropuTMma.
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ANropnTMbl MOAYNs NPOBEPKM LENOYKN CepTUdUKATOB paclumpsitoT cTaHgapTHoli PKIX, nocraensiemsiii
npogaiigepom Sun (Oracle) nnu IBMJCE no ymonuanuto.

Knacc pgns noctpoeHusi uenodku cepTudnkaToB npefcTasieH uHtepdelicom CertPathBuilder, knacc
NpoBepKu Lenoyku cepTudmkatos — CertPathValidator.

MNpoueaypa NOCTPOEHUS LENOYKM CepTUPMKATOB YUYUTLIBAET psif, MNPOBEPOK: MPOBEPKA CpoOKa [AeiCTBMS
cepTudmkaTa, NpoBepka HasHa4eHWUsi, NOAYMHEHHOCTN cepTudMKaToB, NpoBepka pacwmpedunii u T. 4. lNpoueaypa
NpoBepKn Lenodku cepTudnkaTos BoinoaHsietcss nytem obpawerust kK OCSP cayxbe nan CRL DP, unun CRL B Buge
daiinos.

Crpatuya 15 us 22



MKTAN.00091-04 94 01. KpunTtollpo JCP. Onucanue peanusauyun

6 [llopaep>xka npotokona TLS

Mogyne JavaTLS (cpSSL) nossonsieT peannsoBaTb 3alLWLLEHHbIE CETEBOW MPOTOKON B COOTBETCTBUN C
pekomeHgauuamun RFC 2246 «The TLS Protocol. Version 1.0» n «TexHudeckunii KoMuTeT No CTaHgapTusauuu
«Kpuntorpacpuyeckas sawumrta unpopmauuny (TK 26), «VHdopmaumornas texHonorusi. Kpuntorpaduyeckas
3awmTa uHcopmauumn. Pekomengauum no crangaptusaummn. VcnonbzosaHue Habopos anropuTMoE wWwudposaHus
Ha ocHoee [OCT 28147-89 ans npotokosna besonacHoctu TpaHcnopTtHoro yposHsi (TLS)». Mogynb obecneunsaer
[BYCTOPOHHIOIO 11 OJHOCTOPOHHIOK ayTEeHTUUKALNIO MNPUIOKEHWUA NpW WX B3aUMOAENCTBAM NO CeTU C
ncnosb3osaHmem anroputma Il n cepTudrkaToB OTKPLITLIX KAtOYel, a TakXKe WupoBaHNE JaHHbLIX, NEPESABAEMbBIX
B CETEBOM COELMNHEHUN.

MNpuknagHoe nporpaMmMHoe obecneyeHre MOXXeT MCMObL30BaTL NpoTokos TLS ans ayteHTudmkaumm v 3awmTh
AaHHbIX, NepefaBaeMbix Mo cobcTBeHHbIM nNpoTokonam Ha ocHose TCP/IP n HTTPS.

Mpotokon TLS (Transport Layer Security, cneundmkauns IETF - RFC2246) oTHocnTCs K CpeACTBaM 3aliuThi
npuknagHeix naketoB Microsoft Internet Explorer/Microsoft Edge, Internet Information Services (IIS), Microsoft
SQL Server 1 COM+. On obecneymBaeT ayTeHTUMUKALNIO CBSA3bIBAIOLINXCA CTOPOH, KOHMMAEHUMANBHOCTL 1
LeNOCTHOCTL nepeckbiiaemoii uHdopmaunmn. AyteHTudmkauus obecnevmBaeTcsl WCMOSb30BaHUEM CepTUdUKATOB
cranpapta X.509 (B cpepax C cunbHOI ayTeHTUbMKaLMeii), KOHDUAEHUMANBHOCTb — LN POBAHNEM MEPECHITAEMBbIX

AaHHbIX, LENOCTHOCTb — MPUMEHEHMEM X3L-bYHKLMN U KoAa ayTeHTudmkauun coobuwerns (Message Authenticity
Code, MAC).

[ns nogkniodeHus no npotokony TLS ucnonssyetca npedmke https, npu stom obospesatens Web-cepeepa
no ymondanuo bynet nopkaodaTteca Kk nopty TCP 443 emecto crtanpaptHoro nopta TCP 80. Ecan cepeep He
nogAaepxusaet npotokon TLS, coeguHenne He yctanaenusaetcs. [Mpumenenne npotokonos SSL/TLS (SSL — 6onee
paHHME BepCUM NPOTOKONA) NoKasaHo B Tabn. 1.

Tabnnua 1. Mpumenerne npotokona SSL/TLS

MpoTokon | MopT Onucatue

HTTPS | 443 HTTP no SSL/TLS

SMTPS | 465 SMTP (anekTponHas nouta) no SSL/TLS
NNTPS | 563 NNTP (Hosoctu) no SSL/TLS
LDAPS 636 LDAP (goctyn k katanoram) no SSL/TLS
POP3S 995 POP (anekTponnasi nouta) no SSL/TLS
IRCS 994 IRC no SSL/TLS

IMAPS 993 IMAP (anektpoHHasi noyta) no SSL/TLS
FTPS 990 FTP (nepepaya dpaiinos) no SSL/TLS

Ons toro, 4tobbl npotokon SSL/TLS geiictBoBan, Web-cepep goskeH umeTb napy cepTudmkaTt OTKPbITOrO
KNtoYa/3aKkpbIThil kKNtod. Bnageney ceptudmkata fosiKeH NOATBEPANTL, HTO OH SIBASIETCS BNAAE/IbLEM 3aKPbITOro
KJI04a, CBA3AHHOIO € cepTUMKaTOM. DTO [AET BO3MOXHOCTb KJNEHTY ayTeHTUdnLMpoBaTh CEPBEP, C KOTOPLIM OH
XOYET CBA3ATbLCH.
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B npouecce B3aumMHoii ayTeHTMdbrKaumum:

e BLINOJMHSETCA KpunTorpadmyeckass NPOBEPKA HaNM4Ynsi y CEpBEPa 3aKpbITOrO KAOYa, COOTBETCTBYHOLLErO
OTKPbLITOMY KJIKO4Y, YKa3aHHOMY B cepTudmkare;

® npoBepsieTCs CTeNeHb AOBEpUs M3gaTento cepTudukara;

® MpOBEPSIETCS, HE UCTEK JIN CPOK AeiCTBUA cepTudmkaTa;

® MpOBEPSIETCs, He OTO3BaH Jin cepTudmkaT; no ymondavuio Internet Explorer/Microsoft Edge sty nposepky
He BbINonHsieT — 370 genaert |IS.

Ecnu niobas U3 ykasaHHbIX NPOBEPOK MNPUBOAUT K OTPULIATENBHOMY pe3y/ibTaTy, MoJib30BaTesb MosydaeT
NPesynpexxAeHe N MOXET Pa3opBaTh coefuHeHne (3TO PEKOMEHAYETCA CAenaTh).

HocTturnys pfoeepusi, CTOpOHbI BblpabaTbIBAalOT CEAHCOBLI KJIOY, Ha OCHOBE KOTOPOro obecnequBaeTcs
wudpoBaHmMe AaHHbLIX B TEYEHNE CEaHCa.

6.1 OcHoBHble noHsATUA npoTokosa TLS

Mpotokon TLS npegHasHadeH ans obecneveHnsi kpunTorpaduyeckMMin CpeacTBaMm  ayTeHTudurKauum
otnpasutens (knaneHTa) u agpecata (cepBepa), KOHTPOS LEJOCTHOCTM N WNPOBAHUS AAHHBIX WHGOPMALMOHHOIO
obmeHa.

AyTeHTudMKaLNs ONLMOHANBHO MOXET DbITb O4HOCTOPOHHENR (ayTeHTudrKaLus cepBepa KANEHTOM ), B3aUMHOI
(BCTpeyHas ayTeHTUUKaLMs CEpPBEPA 1 KINEHTA) UM HE NCMOJb30BATLCS.

Nepapxus nidpopmaumonHoro obMeHa Bkato4aeT B cebs ceccum, CoeiHEHNS U NOTOK COODLLEHNI B COEAUHEHNN.
MoTok coobuieHmii npu bonbloi annHe pasbueaeTcs Ha dparMeHTbl C NAKETHON nepegadyeii dparmenTos. B ogHoii
Ceccum MOXET ObITb peann3oBaHO HECKOIbKO COeAMHEHWN, NPOW3BOJILHO Pa3HECEHHBbIX MO BpeMeHu. B kaxpom
COEAMHEHUN MOXET bbITb 0bpaboTaH HeobxoAMMbIW NMOTOK COOBLLEHWIA.

Ceccunsi xapakTepnsyeTcs cnegyrowmm atTpubytamu:
naeHTudrkaTop ceccun (ciydaiiHoe yncno, 32 baiita, 3a4aeTCsi CEPBEPOM MPU OTKPLITUN CECCUN);
METOA KOMMpeccuu;
ceptudmkat cepsepa (OnuuoHanbLHO);
cepTucpmkat kaneHTa (ONLUMOHabHO);
e cneyundmKaLmus anropuTMOB 1 NapaMeTpoB 3awuTsl (anroputmel wiudposatus u MAC, kpuntorpaduyeckmne
napamerpsbl);
e master secret (ucnonb3yetcs npu reHepauun Katodeid  wndpposaHusi, katodeir MAC, BekTopos
NHULMANN3aLmm);
e chnar, paspeluaroLLnii/3anpelatoLnii HoBble COEANHEHNS B CeaHce.

Ceptudmkatsl npeacrasnstotcs B ctangapte X509. v3. Cneymncbukayms anropuTMos U NapameTpoB 3alluThbl
MOXET MEHATLCS B TEYEHUE CECCUMN.

CoeavHeHVe xapakTepusyeTcs Cegyrowumy aTpubytamu:
e client random — cnyuaiinble 32 GaiiTa, 3a4aBaeMble KANEHTOM;
server _random — cnyuaiinble 32 baiiTa, 3afaBaemble CEPBEPOM;
client write MAC secret (ko4 KAMeHTa AJis1 BbINUCAEHNS 3HAYEHNS KITHOYEBON X3LU-PYHKLMN);
server write MAC secret (kntoy cepBepa Afisi BbIYUCIEHUS 3HAYEHUS KITHOYEBOI X3LU-PYyHKLNN);
client write key (knto4, ncronb3yemblii Ansi WNPOBAHNS AAHHBIX KJIMEHTOM U PaCLUMPOBaHUS UX
cepBepom);
e server write key (katod, uCnosib3yemblii A1 WNDPOBAHNS LAHHBIX CEPBEPOM 1 PACLUNPOBAHNS NX
KJIMEHTOM);
e client write IV, server write IV (BekTopbl MHMUMANU3auWKM, WUCMOJb3YEMbIE KJINEHTOM U CEPBEPOM
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COOTBETCTBEHHO);
® MOPSIAKOBbLIi HOMep coeanHeHusi (NOAAEPKNBAETCS HE3ABUCMMO ANSi MEPEAABAEMbIX U MPUHUMAEMbIX
coobLeHniA).

BekTop mHMumanusaumm 3agaetcs ANns nepBoro parmMeHTa COOOLIEHUS B COEAUHEHWUN; AAS MOCAELYHOLLNX
parMeHTOB BEKTOP MHMLMANM3aLUN POPMUPYETCS U3 KOHEYHOro BJIOKa 3alnpOBaHHOrO TEKCTa MpeblAyLIEero
dparmenTa.

MNopsigkoBble HOMepa COeAMHEHWA NOAAEPXKWNBAOTCA HE3aBUCMMO AJs NepefaBaeMblX U NPUHUMAEMbIX
coobuiennii. lMpu cmene ceccum, mameHeHun cneunduUkauum anropuTMOB W NapPaMETPOB 3alLWTbl HyMepauus
coepuHeHunid HavmHaetcst ¢ 0; ananasoH Hymepauun: 0 + 2041,

CoepuHeHne accoummnpyeTcs C OAHOI Ceccreii.

Anroputm npeobpazoBaHus uHdopmauuu npu obmeHe C ucnonb3oBaHuem mnpoTokona TLS Bkawouaer
cnegytowe onepauum:

e npueM OT MPOTOKOsA BEPXHErO YPOBHSI MOTOKA HE WHTEPNPETUPYEMbIX AAHHLIX B BAOKAX MPOWU3BOJILHOIO
pa3mMepa;

e pparMeHTaLMs NPUHATBIX C BEPXHETO YPOBHS JaHHbIX B CTPYKTYpUpOBaHHble 6aoku (pparmeHTbl) npoTokosa
TLS. Pasmep cdparmenta — He bonee 214 baliT;

e Komnpeccusi pparMeHToB (ONLUMOHaNBHO);

e BblYMCNEHNe 3HadeHust kntodeBoii xaw-pyHkuymn (MAC) oT koHkaTeHauuu KitoHa Xaw-hyHKUMW, TUna
KOMMPECCUU, ANHbI KOMMPECCUPOBAHHOIO (hparMeHTa, KOMMNPECCUPOBAHHOMO (pparMeHTa 1 3aJaHHOW KOHCTaHTbI;

e KOHKaTeHauusi pparMeHTa 1 pe3yibTaTa BbIYMCIEHUS 3HAYEHUsT X3LW-PYHKUMN OT Hero (pacluMpeHHblii
bparmenT);

e 3aWNdPOBaHNE PACLLMPEHHOTO hparMeHTa (OMUMOHANBHO);

e [0baB/ieHNe OTKPLITOroO 3arofioBka, cogepxalyero Tun coobuierus (oguH 6aiit), Bepcuto npotokona TLS
(nBa baiiTa) v ANMHY KOMMNPECCUPOBAHHOTO PparMeHTa.

Cxema anropnTma npefcraesieHa Ha puc. 2.

Mpun nprneme nHdopmMaL My NpUMeHsieTcst obpaTHasi NoCNe0BaTENLHOCTL ONEPaLMii.

Crpatuuya 18 us 22



MKTAN.00091-04 94 01. KpunTtollpo JCP. Onucanue peanusauyun

[MOTOK AaHHbIX P %

dparMeHTUPOBaHHbIN NOTOK AAHHbIX
4 A 4
dparmMeHT
4
CxaTbllt hparMeHT
4 A 4
PacwmnpeHHbIn pparMeHT MAC
\4
3awmndpoBaHHbI pacliMpeHHbIR hparMeHT
A 4 4
[Job6aBneHune oTKpbITOro 3arosioBka

Pucyrok 2. Anroputm npeobpasosaHust nuudopmMaumy npu obmeHe ¢ ncnosib3oBaHmeM npotokona TLS

B npotokosie TLS ucnonssyotes cnegytowme Tunbl COObLLEHWIA:

Hello message (ClientHello, ServerHello);

Change cipher specs message (n3meHenmne cneuyuduKaymm aaropuTMOB 1 NapamMeTPOB 3aLyMThl);

Key exchange message (nepegada kntoya obmena kntodamu wndpposavus 1 MAC knuenTa, cepsepa);
Alert message (npegynpexgeHue, onoselleHne o aTaibHOR owmnbke);

Application data message (nepegada gaHHbIX);

Finished message (coobuyeHne o BO3MOXXHOCTN paboTbl B CO3AaHHOI ceccun).

Mpotokon TLS sBnsercs nBYXypOBHEBLIM W AEWCTBYET Hah TPAHCMOPTHLIM MPOTOKOJAOM. K nepBoMy ypoOBHIO
otHocaTca TLS Handshake Protocol, TLS Change Cipher Spec n TLS Alert Protocol. Ko BTopomy ypoBHto oTHochTcs
TLS Record Protocol.

TLS Handshake Protocol obecneunsaer unHnmumanmsaumio ceccun (CoefuHeHNsI) BbIMOSHEHNEM CIIEAYHOLLNX
onepauuii:

® K/WEHT U CepBep [JOroBapuBaloOTCs 00 MCMOMb3yeMbix B CECCUM anroputMax W napaMeTpax 3alyuThbl,
obmeHmnBatoTcst cny4daiiHbiMn BenudmHamm client random, server random, gorosapuBatoTcsi, OyAayT win HET HOBblE
coefMHeHus;

e npousBoAMTCs obMeH cepTudMkaTaMu fisi ayTeHTUUKALMN KIMEHTa 1 cepsepa (Mo 3aAaHHbIM ONuMUsiM);

® KJINEHT reHepupyeT C/lyYaliHyto BEMYMHY pre master secret, undpyeT ee u nepesaer cepeepy.

® KJIMEHT 1 cepBep no pre_master secret, client _random un server random copmupytoT master secret (Habop
HeoOXOANMOIN K/ItoHEBON MHOPMaLMN) ceccum.

TLS Handshake Protocol paboTaeT no cxeme, npeactasieHHonR Ha puc. 3.
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Client > ClientHello > Server

YcTaHoBKa BEPCUM NMPOTOKONA, MAEHTUGMKATOPA CECCUKN, HAYanbHOro Habopa anropmuTMOB U
napamMeTpoB, METOAA KOMMPECCUU.

ServerHello
Certificate

A

Client Certificate Request < Server

Server Key Exchange

ServerHelloDone

CepBep nocbinaeT (onuUMoHanbHO) CBOM cepTudukaT 1 3anpalumBaeT (ONUMOHaNbHO) cepTudmrkaT
KJIMEHTa, nepeaava cay4yalniHol BenYmMHbl server-random.

Certificate

Client > Client Key Exchange Server
Certificate Verify

KnueHT nocblnaeT cBov ceptudukaT (ecnm 6bin 3anpoc cepepa) Ecnu ceptudukara y knveHta
HeT, oH nocbinaet Certificate Verify.

) 4

Change Cipher Spec

Client Finished > Server

\ 4

Change Cipher Spec
Finished h

A

Server

Client

Bbi6op anropuTMOB M NapaMeTpoB ANs yCTaHaBAMBaeMoW ceccun, 3aBeplieHme Handshake
(«pykonoxaTtus»).

Pucyrok 3. Cxema pabotbl TLS Handshake Protocol

6.2 Mopaynb cetesoii ayteHTudukayum « Kpunrtollpo JavaTLS»

Mogynb ceteBoii ayTeHTucpukauunm «Kpuntollpo JavaTLS» peanusosan Ha 6ase npotokona TLS n
POCCHIACKIX CTaHAAPTOB KPUMTOrpacryecKoii 3awmnThbl KOHPUAEHLNANLHOR nHopMaumn (anropuTMbl WG POBAHUS
B cootBercTeun ¢ TOCT 28147-89, anropuTmbl BbIpabOTKM 1 MPOBEPKU SNEKTPOHHONA MOAMUCK B COOTBETCTBUN C
FOCT P 34.10-2001 n TOCT P 34.10-2012 (FOCT 34.10-2018), anroputmbi xawwmposaHus B cootsercteum ¢ FOCT P
34.11-94 n TOCT P 34.11-2012 (FOCT 34.11-2018)). Takxe ncnonbayetcs anroputm dudbdu-Xennmana oTKpbITOro
pacnpegenerusi kntodeli Ha 6aze TOCT P 34.10-2001 n TOCT P 34.10-2012 (FOCT 34.10-2018).

AyTeHTUDUKALNS KINEHT-CEPBEP MOXET ObITb OLHOCTOPOHHEN 1 ABYCTOPOHHEIN.

OpHocTopoHHsAA ayTeHTUdmnKaums obecnednsaeT MUHUMANIBHO HEOBXOANMBIN YPOBEHb 3aLUUTLI, N BKJKOYAET B
cebsi:
e obszaTenbHyo ayTeHTudmKaumio cepeepa b6e3 ayTeHTUdNKALNN KANEHTOB;
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e wncpoBaHme Tpadprka MEXAY KINEHTOM U CEPBEPOM.

Mpu paboTe B AaHHOM pexxuMe CepBep Ha 3Tane «PyKONnoXaTwusi» He 3anpawneaer cepTudukaT KIMEHTA 1
YCTaHABANBAETCS K aHOHUMHOEY 3aLLULLEHHOE CoeaAnHeHMe. B 3ToM ciydae KIMEHT MOXET HE UMETb 3aKPbITOro KJto4a
n ceptudbmkaTta. Pexxum c ogHocTopoHHel ayTeHTubnKaLumed cepeepa MOXeT UCNONb30BATLCA As NPefoCTaBAeHUS
HEKOTOpPOIA rpynne nonb3oBaTesieil KoHpUAEHLMANBHON MHGOPMAaLMKU HA OCHOBAaHUM MAapPOJIbHON 3alMThl, OAHAKO
naposib B 3TOM Cjlydae OyAeT npeabsBiATbCA NOAb30BATENIEM TOJILKO MOC/E YCTAHOBNEHUS 3awuieHHoro TLS-
coeauHenuns ¢ Web-cepsepom, 4To NoBbIWAET ypOBEHb 3aLLUTbLI OT HECAHKLMOHMPOBAHHOMO AOCTYNa MO CPaBHEHWIO
C nepegadveil naposs No OTKPbITbIM coeauHeHusM. [pn OAHOCTOpOHHEN ayTeHTUudMKaumu cepeep 3anpalinBaeT
cepTndrKaT KANEHTA, HO €ro OTCYTCTBME HE CHMTAETCS OLLUMOKOIA.

[BYCTOpOHHSASI ayTeHTUMKaLmsl BKIOYaET B cebs:
e B3auMHyto ayTeHTudmkaumo kanenta u Web-cepeepa ¢ nomouybto nx ceptndunkaTos;
e wncpoBaHme Tpadprka MEXAY KINEHTOM U CEPBEPOM.

[ByCTOpPOHHSIA ayTeHTupMKaLms Mno3BonsieT obecnednTb JOCTyNn B 3aKpbiTyto 4YacTb \Web-cepsepa Tosbko
3aperncTpUpoBaHHbIM Blagenbuam cepTudukaTos. [1py 3TOM HyXXHO MMETbL B BUAY, YTO pa3rpaHMyYeHue AOCTyna
K MH(POPMaLMOHHBIM Pecypcam cepBepa, OCHOBAaHHOE Ha MPOBEPKE CEPTUDUKATOB KIINEHTOB, rOPA3f0 HaLEXHee, YeM
MPOCTO MaposibHas 3alinTa.

B paHHOM pexumMe paboTbl KNMEHTY HEODXOAWMO CreHepupoBaTh 3aKPbIThbIE U OTKPbITLIA KAOYM U MONYHUTb
ceptudpmkat oTKpeITOro kato4da 8 Y0,

7 [pwumepbl ncnonblzosanus CK3WM Kpuntollpo JCP

[Ons paspabortuukoe B coctas auctpubytusa CK3W Kpuntollpo JCP Bepcusi 2.0 R4 Bkatoyaetcs javadoc-
[NOKYMEHTaLMSA, COAepXKallasl onnucaHme peasnsyeMblx HTepdelicoB N NpuMepbl UCMOAb30BaHUA Ha YPOBHE BbI30OBa
ocHosHbix dyHkunii JCA/JCE B mopyne samples-sources.jar. B coctas guctpubytuBa BKAIOHEHBI TakKXKe MPUMEPI
ncnonb3osanus Kpuntollpo JCP gns noanucu/nposepku nognucn XML, ncnonssosanus CAdES, XAdES, npumepsi
CO34aHMsl 3aMpocoB Ha cepTudukatbl n B3aumogeicTeusi ¢ VLU, npumepbl ocyliecTBieHns B3auMogeicTsusi no
3awmwieHHomy npotokony (TLS).

Ha dopyme Kpunto-lpo Begetca obcykaeHme no Bonpocam UCNofb30BaHUst KpunTorpadpmyeckux hyHKUUi v
CepTUUKATOB OTKPLITLIX KJtOYel u Katodeid nposepku 1.

Bce Bbllwenepeuncnentbie BapuaHTbl BCcTpaneatus u ucnonbsosaHus CK3W Kpuntollpo JCP Bepcus 2.0 R4
LOJIKHBI NMPUMEHATLCS € ydeTom n. 1.8 Popmynsapa. [pn 3Tom yKasaHHble B HACTOSILLEM AOKYMEHTE MHTepdelics
asnstotcst ypoeHsimu Bctpameanus CK3W Kpuntollpo JCP sepcus 2.0 R4 B npukiagHbie CUCTEMbI 1 HE ABSIOTCS
MPUIOXKEHNAMU, BXOAALMMU B COCTAB OMEPALNOHHBIX CUCTEM.
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8 WHdopmaunsa ana nonb3oBaTenei

[ns nonydyenns gononHuTensHol uWHOpMauUm O AaHHOM MpPOAYKTe, a Takxe o gpyrux npogyktax Q0O
«KPUMTO-MPO>», moxHOo obpalaTbcsi no agpecy:

Cnyxba mapkeTuHra n texuudeckoli nogaepxkun Kpunto-lpo
127018, Mocksa, Cywesckuii san 18, OO0 «KPUMTO-MPO»
Tenedpon: +7 (495) 995 4820

®akc: +7 (495) 995 4820

WWW: http://www.cryptopro.ru MopTan TexHn4yeckoii nogaepxku: https://support.cryptopro.ru

E-mail: info@cryptopro.ru ®opym: https://www.cryptopro.ru/forum?2
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